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1	Discussion
This update of solution 27 proposes to add a feature to protect the network from a potentially large number of UEs not complying to back-off timers.
Even though back-off timers exist in EPS and 5GS specs, there is today little incentive for IoT module makers to implement this feature (even if it is supposed to be mandatory), considering that a UE not implementing back-off timers will actually "works better" than if it had supported back-off timers. Considering the potential large variety of IoT module makers and potentially huge numbers of IoT devices, there is a risk that, out of operator control, a large amount of UEs in the field disregard back-off timers, thus making the feature useless.
The proposed solution overcomes this issue by creating an incentive for IoT module makers to implement the back-off timers in compliance to 3GPP specifications.
[bookmark: _GoBack]2	Text Proposal
It is proposed to capture following changes in TR 23.724.
**** Beginning of changes (all new text) ****
[bookmark: _Toc519580330]6.27.2.X	Handling of misbehaving UEs
When the AMF detects that a UE has initiated NAS signalling while its Mobility Management back-off timer is running, the AMF reject the NAS request. In addition, possibly after a defined number of such "illegal" attempts, the AMF assigned a new GUTI to the UE. The new GUTI is taken in a range reserved by the operator for flagging "misbehaving UEs".
In a separate process , when the load exceeds a configured threshold due to another operational trigger, the AMF requests the 5G-AN to reject signalling connections from UEs with a GUTI belonging to the range reserved to "misbehaving UE". The AMF indicates the GUTI range to block, e.g. in an extended OVERLOAD START message.
As a result, UEs not observing back-off timer will have a degraded service (e.g. unable to access the network during periods of high load). The mere presence of this feature in deployments creates an incentive for IoT module makers to implement the back-off timers in compliance to 3GPP specifications.
**** End of Changes ****
3GPP
SA WG2 TD

